
Email app
        Visitor counter app

Using Wamp
Database handling

SQL basic operations

PHP 



PHP

Sending email
here is the form



PHP

Sending email
here is sending code



PHP

Sending email
- put the code to 
  web server



PHP

Sending email
- test run



PHP

Sending email
- test run

Yeah, got email from Donald 
Duck!



PHP

Own chat:
UI form here:



PHP Own chat:
Textfile has to have write 
rights



PHP

Own chat:
Testing



PHP

Own chat:
Code 1)



PHP

Own chat:
Code 2)



PHP
Visitor counter

File amount.txt is 
updated when new 
user visit the page



PHP
Visitor counter

Remember
permissions!



PHP
Visitor counter

Test!



PHP & MySQL
Start WAMP



PHP & MySQL
Test and open 
phpMyAdmin



PHP & MySQL
Create database

carhouse



PHP & MySQL

Connection 
code



PHP & MySQL

Create cars 
table



PHP & MySQL

Create cars 
table
- test



PHP & MySQL

Create cars 
table
- test



PHP & MySQL

Add 
data



PHP & MySQL

Add 
data



PHP & MySQL

Add data - 
codes



PHP & MySQL

Add data - 
codes



PHP & MySQL

Try it!

Then add operations
printing
searching
deleting
updating



PHP & MySQL

Database operations:
printing



PHP & MySQL

Database operations:
printing



PHP & MySQL

Database operations:
searching



PHP & MySQL

Database operations:
searching



PHP & MySQL

Database operations:
searching



PHP & MySQL

Database operations
deleting

We have 
these cars



PHP & MySQL

Database operations
deleting

Code



PHP & MySQL

Database operations
deleting

Testing



PHP & MySQL

Database operations
deleting

Testing – 
removed…



PHP & MySQL

Database operations
updating



PHP & MySQL

Database operations
updating
Code 1) which car
to update?



PHP & MySQL

Database operations
updating



PHP & MySQL

Database operations
updating, code 2)
all data shown



PHP & MySQL

Database operations
updating



PHP & MySQL

Database operations
updating, code 3)



PHP & MySQL

Database operations -
testing update



PHP & MySQL

Database operations -
testing update



PHP & MYSQL snaps

About SQL Injection
Example with a table that has only admin data:  

Admins table



There we have then this info:

Welcome page if admin info was given correctly



If username and/or password where wrong, another page is shown



Page: login2.php



Trial 1:



Failed

Trial 2:



You can see now that Password field contains SQL command OR and condition 1 = 1 is  true.

Successful!

SO, it was allowed to use SQL commands without escaping.



Escaping strings

NOW we add function mysqli_real_escape_string with.

Example here (https://www.php.net/manual/en/mysqli.real-escape-string.php)

E.g. $city = mysqli_real_escape_string($link, $city);

https://www.php.net/manual/en/mysqli.real-escape-string.php


Code

And now we can not use commands in SQL (there are many other SQL injection types,

too…)





SQL injection example 2: several SQL statements

Here is a table (name is darry) that is to be removed by the user that logs in:



So, user types another sql statement after username:  if 

escaping is not working, s even that another

sql command is exexuted. Now we remove a table
(of course some user that wants to cause harm  may 

have to use wildcards with tablenames

OR try to print first all tablenames of the database….)



Here is php code:



Let's try:

First normal logging:

It was ok, and sql is printed for testing purposes





Extra SQL statement added after password

Now user adds there a new sql statement after username (drop table darry):



Situation before



Now SQL statement "drop table darry" is added there:



Result

Table darry is gone!



Try it! OR may be I have to say avoid it!

OR make sure it cannot be happened!

As a prize for your watching I show a pic example (code from php.net):  Image to html





Thank You!



Give feedback, please!

Give ideas, proposals for new guides!

Thank You!

Thank You!


